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MM?  HANDBOOK 


1.0  I NTROD  ACTION 

Th/j  scope  of  ♦‘hi*  handbook  include*  introduction  to  HDCP  effects 
cn  lines  entering  shelter  area*  and  effects  on  equipment*  connected  to 
those  lines . 

Included  is  a  brief  description  of  surge  protection  devices  and  systems. 
Methods  of  selecting  and  applying  NBC?  protection  are  also  included. 

This  handbook  is  intended  for  use  In  assisting  contractor  A  &  S  personnel 
and  others  responsible  for  specifying  MK?  protect  ion  of  electrical  and 
electronic  system  and  subsystem  in  shelter  areas  subject  to  NIMF 
hoards. 


1.1  WSt  frets  °°  Electrical  System i  The  Nuclear  Electromagnetic 
Fulse  (E3HP)  Is  one  of  many  transient  phenomena  caused  by  a  nuclear 
explosion.  These  phenomena  include  heat,  ionising  radiation  (auch  aa 
x-rays)  particle  radiation,  and  if  the  explosion  la  in  the  Atmosphere  or 
underground,  a  shock  (or  overpressure)  wave. 

This  handbook  will  be  concerned  only  with  the  elaetresagcatic  pulse  in 
the  fora  of  voltage  and  current  transients  as  they  appear  on  any  conductor 
penetrating  a  shelter.  It  is  assumed  thet  equipment  is  individually 
shielded  or  installed  in  a  shielded  shelter  so  that  the  user  of  this  hand¬ 
book  need  not  be  concerned  with  transients  Induced  directly  into  equipment 
and  systems.  It  is  further  assumed  that  all  conductors  except  grounded 
leads  entering  the  shelter  are  equipped  with  heavy  duty  lightning  arreatars. 
The  user  is,  therefore,  not  concerned  with  selection  of  those  first-etace 
protector!,  although  ha  will  need  to  know  their  characteristics  in  order 
to  select  and  apply  any  necessary  additional  protection. 

1.1.1  MjnmatlaelW  Indmaed  lurcest  A  nuclear  explosion  generates  a 
massive  net  flow  of  charged  particles,  equivalent  to  a  very  large  currant 
in  a  long  conductor.  Zn  ueny  respects,  this  phenomenon  Is  similar  to  a 
severe  lightning  discharge.  Aa  in  the  lightning  discharge,  the  current 
appears  as  a  series  of  extremely  sharp  pulses .  These  current  pulses 
generate  severe  magnetic  and  electric  fields  which  propagate  from  the 
source  as  pulsed  radio  waves.  The  energy  in  these  pulsed  fields  is 
contained  in  a  relatively  brood  band  of  frequencies. 

The  changing  magnetic  field  will  induce  a  voltc^a  in  any  conducting  circuit 
proportional  te  the  rate  ef  chcnge  of  the  field  cad  to  tho  net  area  of  the 
field  encloood  by  the  circuit.  The  induced  voltage  is  reduced  by  such 
proc ticca  as  using  twisted  conductors,  octal  conduit,  guard  vires,  and  earth 
burial  of  tho  circuits.  In  spite  of  these  practices,  however,  tho  induced 
voitege  cen  be  dangerously  high  in  the  vicinity  of  a  nuclear  explosion  whore 
shock  and  toaporature  effects  could  bo  withstood. 
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1*1.2  B>*^eA9  Iks  electrostatic  field  polea 

1*  directly  relate  to  tks  sags* £ is  field  pulse.  It  is£®ses  a  cfes-sr^a  an 
any  awed— tor  lnner»@d  la  it,  csd  tbs  rs&sltiss  ©sm>s$  is  pv«$®?t£®a©l  te 
the  rote  of  change  of  t&s  field  for  a  sivea  e^fea^tor  a&ps&Usmgc  ffe® 
of  facto  on  ttedaead  by  gsagg  wire*,  shielding,  batsacing,  ®»3  burial, 

test  remain  dangarowoly  high* 


1.1.3  IBMf  tBMHtol  aa  Cenffiftstcapi  She  31®  pslse  shades  as®  (heezibs4 
In  elaaslflsd  lit*r«tti*eT_nraoa@^U*^ sfccfss  es-a  stretehed  mi  etharwle® 
drastically  altered  as  thay  prepegg&a  ea  vsg&s®9  eentfust^ra.  £©r  sssspSy®, 
on  o  levies*  transmission  li&a  with  pse*  lafe&Eaee  metsMag,  a  psle®  con 
k*  intensified  or  con  became  e  train  of  oaves®!  p®lae*  b.mcmeo  »£  re¬ 
flection* «  On  lino*  with  looser,  feS»«  high  fr&fsancy  portion*  will  be 
reduced  ad*  the  pulse  biro  setae  lose  ghar^  bet  lss$©  f@r  a  laager  ties.  Aloe, 
on  lev  loo*  lines,  the  stratebod  pm  lee  ©«s  fee  ta’aasai&ted  at  tiensstam 
levels  to*  a  distance  of  scon sal  tons  of  sales. 

Since  the  characteristics  of  K3KP  puleas  are  similar  In  qmll*8£im  reaseats 
to  lightning-induced  surges,  it  is  logical  to  ®*speet  that  naaoseasy  llgaaniltsg 
arrestors  will  incidentally  givo  mem  degree  of  MSS®  protection.  tf©  ehsli 
as  sqm  that  "first  stage"  or  eatcsmal  lighSisicg  awto  osfa  jpsratont. 

^•2  guaflart  tttusul  tesmUm 

1.2.1  Trim^rw  >pt  Biatglte&laa  draff  toffijai  sset  ammo  ptfirasy 

paver  distribution  lines  operate  in  the  rssegps  ®f  2. A  to  7.2  KV  lina-ta- 
neutrsl  or  4.16  te  12.3  TV  llre-to-iin®  mss  wstsa^l  voltages,  tate  of 
efficiency  and  other  consider  at  lens,  bos  t  prims.?  diatribwtiffia  is  «ya- 
connected  4-vir®  grounded  neutral.  Lightning  arresters  ase  «ewa«t®d 
free*  each  lino  to  ground.  To  ainimlss  intarrupslcos  by  lightning  esaagefi, 
the  tasat  ceseen  type  of  arrester  on  primary  distribution  linos  la  t&o  vatva- 
type.  This  type  interrupts  the  pewer-feUev  era  at  tfee  first  8»'ns9-velta*e 

o tossing  after  the  surge.  Primary  distribution  arresters  are  pbitod  os 
near  ea  possible  to  transformers  end  sdbotatlam*  to  provide  maain—n 
protection  to  rapontlv*  equipment.  Other  arresters  may  be  laoofeod  at 
periodic  intervals  tv  the  lies  to  prsteet  lnsul^ors.  Ths  typical  pvim&y 
arrester  will  fire  et  less  then  three  tins  nocatl  peak  voltage  witfcls  a 
few  microseconds  sod  will  discharge  30,009  averse  ear  morn  Set  c  9m  sdili* 
seconds  at  200  -  300  volts  or  so. 

1.2.2  8nf^~i>-rg  ft — Att^acaicsi  Seeeedary  distribution 
vo Ite^e  normally  rcaes  freu  110  to  440  volts  rao,  with  messsasa  varia¬ 
tions  of  single  phaoo  end  three -phene  service.  Seen  eervicos  do  not  use 
a  noutsral  wire. 

In  seas  ceoos  pr incry  dletributloo  may  enter  tho  s bolter  dlroacly,  cad  the 
troofornr  or  seboto&lon  cad  all  oceandcry  distribution  ccy  bo  iu  tba 
shelter.  In  this  event  tfeore  cry  bo  no  soeoodeoy  likening  errrsecaro. 
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Although  secondary  distribution  lightning  arresters  are  available*  many 
power  distribution  87s teas  do  not  um  then  for  lightning  protection.  It 
should  not  be  assvaed,  therofore,  without  checking  that  secondary  arresters 
are  installed  before  selecting  additional  circuit  protection  against  MSMP 
surges. 

Ileetrlcal  characteristics  of  secondary  valve-type  distribution  arrestors 
ore  very  similar  to  those  of  primary  arre stars .  However,  the  spark-over 
voltage  (1200  -  1500  Volts  typical)  la  standard  arresters  has  a  ouch  higher 
ratio  to  normal  peak  voltaga  then! it  does  In  the  primary  arresters.  This 
poses  no  problem  for  the  distribution  system,  which  is  designed  to  with¬ 
stand  the  surges.  However,  it  does  represent  a  serious  heaard  to  connected 
utilisation  equipment .  To  protect  utilisation  equipment,  it  may  ba  neeesaary 
to  use  special  arresters  or  hybrid  surge  suppression  networks.  These  &re 
described  in  another  section  of  the  handbook. 

1.2.3  Antamyt  Saa»v  fiimi  it  is  essential  to  protect  exposed  trans¬ 
mitting  and  receiving  antennas  both  against  lightning  and  HOJP-indoccd 
surges.  Since  Che  problem  of  power-foils*?  is  not  usually  present  on  antennas 
scow  form  of  spark  g^r  la  usually  adequate  as  the  first  stage  lightning  « 
Off  protection.  The  first  etage  spark  gap  prevents  insulator  damage  and 
restores  normal  operation  as  soon  e*  the  surge  threat  has  been  reduced  to  a 
safe  level.  Additional  atugee  of  H1MP  protection  will  be  required  to  prevent 
transmitter  or  receiver  burnout  or  breakdown,  RfT,  and  personnel  haaord. 

i *3  SYfltaa  ZattteUea  It*  gyflimta,  ■rP&AkJfcPiftfi.UttM  tc  cAn 

be  avoided,  no  attempt  should  be  mode  to  provide  individual  surge  protection 
for  each  electrical  or  electronic  unit  or  subsystem.  This  approach  is  both 
coatly  and  unreliable  beomuse  of  the  difficulty  of  proper  coordination.  A 
much  more  successful  approach  is  to  provide  one  or  more  stages  of  surge 
protection  at  tha  point  of  entry  of  each  conductor  into  the  shelter  facility. 
Properly  selected  surge  protectors  will  limit  voltage  tranaients  to  1.5  times 
normal  peak  voltage  or  less.  This  is  adequate  to  protect  most  circuit 
ems^onents  against  failure.  Seme  additional  protection  may  then  be  required 
for  unusually  sensitive  units,  or  to  reduce  RFI  transients  in  particularly 
sensitive  or  critical  circuits,  but  this  will  be  a  min liana. 

2.0  SU&C3-Kl0SECTieft  K2VTCES  A 13  JOTWfflUS 

2.1  Sprggk  0*1 1  The  eparkover  voltage  of  a  spark  gap  is  a  function 

of  dielectric  materiel,  electrode  gocentry,  da&oity,  and  wave  shape  of  toe 
driving  voltece.  The  min lama  practical  and  repeatable  de  spaskovur 
vo It C3c  is  bofcween  200  end  300  volts.  Ths  sparkover  voltage  for  a  trans- 
|  i/s  Sit  is  cash  higher  os  the  transient  rise  time  becomes  very  small.  The 
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spark  gap  requires  approximately  tha  asms  total  energy  to  breakever  for 
any  wav*  shape  whose  crest  Is  well  over  this  de  aparkover  voltage  and  which 
rises  fast  enough  to  break  dawn  the  gap  before  appreciable  energy  can  be 
dissipated.  Total  energy  la  proportional  to  the  product  of  veltage 
and  tint.  Thera  fore ,  the  faster  the  voltage  rlcei,  the  shorter  the  response 
time.  If  this  relationship  la  plotted  aa  In  Flgurs  1  ,  the  resulting  graph 
In  «  "volt-tins"  curve.  This  const  ant -energy  mrm  is  characteristic  ef 
most  lapu 1st -actuated  devices,  Including  all  typos  of  arresters,  circuit 
breakers,  and  fuses. 

Low  voltage  aperk  gaps  oust  he  sealed  In  a  gaa  atmosphere  such  as  neon. 

Spark  gaps  operating  in  atmospheric  air  will  not  operate  rollably  below 
about  1.5  KV.  Other  techniques  used  to  lower  aparkover  voltage  or  to 
speed  response  lnelude  use  of  sharp  edges  er  points  ©n  electrodes,  r eduction 
of  gas  or  air  pressure,  use  of  radioactive  aaterials  to  leniae  the  di¬ 
electric,  and  use  of  an  Intermediate  trigger  electrode. 

Once  the  spark  gap  flashes  over,  the  gap  voltage  la  damped  to  the  voltage 
drop  of  the  arc,  typically  10  to  20  volts.  If  this  Is  loss  than  the  normal 
voltage,  the  gap  will  continue  to  arc  and  will  be  destroyed  by  heat  or  will 
cause  service  to  be  interrupted  by  a  circuit  breaker  or  fuse. 

The  spark  gap  is  sesswhat  more  tolerant  on  m  circuits.  Since  the  applied 
voltage  periodically  passes  through  eero,  tha  arc  will  bo  extinguished  and 
will  not  re-strike  if  the  ionised  material  between  electrodes  can  clear  tha 
gap  before  the  voltage  rises  to  a  aparkover  level  again.  On  de  circuits, 
s one  auxiliary  means  most  always  be  used  to  Interrupt  the  arc. 

Simple  ae  spark  gape  can  be  made  self-extinguishing  up  to  perhaps  250  volts. 
Higher  voltages  require  special  techniques.  These  include  confinement  of 
the  arc  in  a  tube  dth  internal  baffles,  or  use  of  a  magnetic  cell.  When 
the  arc  is  confined,  tha  heated  gases  are  rapidly  expelled  from  the  tube. 
This  both  cools  and  lengthens  the  arc,  which  Increases  the  veltage  drop 
and  interrupts  the  power  follow  current  when  the  applied  ae  voltage  pastes 
near  or  through  sere.  In  the  magmatic  coil  (sr  "blowout")  arrestor,  the 
magnetic  field  reacts  with  the  are  and  fersas  it  away  fret*  the  electrodes. 

2.2  Valya  Arresters:  The  valve  arrester,  which  ie  In  common  uee  on 

primary  power  distributes)  Hues,  is  a  simple  modification  of  the  aperk 
gep.  In  this  type  of  arrester,  a  resistor  Is  cenneeted  In  eerica  with  the 
spark  gap.  The  resistor  may  b®  a  non -line a*  element  such  as  silicon  carbide 
or  a  heavy  non-inductive  shunt  type. 
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Tha  ncm-linear  resistor  hat  the  character Is  tic  current  relationship 
X  »  KV  in  which  1  mn&  Y  art  tha  currant  and  voltage  drop,  respectively,  and 
the  exponent  n  rang**  vyplcally  between  2  and  4.  K  ia  a  ahareetaristic 
constant  #2  tha  particular  raeisfcer. 

This  ralatienshlp  thaws  that  a  voltage  surge  will,  in  affisct,  reduce  the 
resistance  and  allow  haavy  currant  ea  flow  ta  ground.  Whan  tha  surge  hag 
passed,  tha  raslatanca  rapidly  rise#,  and  tha  resulting  veltaga  drop 
quenches  tha  paver  follow  arc.  tSoaa  manufacturers  claim  that  a  properly 
designed  nan -inductive  ret it ter  it  a  mar#  stable  end  repeatable  quenching 
element,  and  was  this  in  their  lightning  arresters. 

2.3  Cat  ttUad  Gass 

2.3.1  #*s  filled  spark  gaps  hava  tha  advantage  that  the  aparkover  volt* 
aga  nay  ba  mads  quite  lev  in  a  controlled  manner.  Sparkovar  voltages  as 
lew  a*  100  volts  are  possible  on  a  repetitive  basis.  In  addition,  this 
type  of  gap  c cabinet  very  fast  response  (lets  than  .1  p  see)  with  bilateral 
response  characteristics.  (§nly  eoe  required  to  give  bipolar  protection.) 

2.3.2  Gas  filled  gaps  have  tha  disadvantage  of  a  poor  vale  time  tern  up 
characteristic.  The  time  response  ta  the  da  flashcwer  voltage  may  bo 
several  microseconds .  Aloe,  seas  type  of  quench  circuit  is  required  when 
theta  devices  are  used  in  conjunction  with  paver  line  systems.  Tha  pews? 
fallow  arc  is  nst  self  quenching. 

2.3.3  This  type  ef  gap  is  rscemmndsd  prlaoriiy  for  signal  line 
applications  ahead  ef  a  filter  er  ether  higher  order  protective  device. 

2.4  fairtwadmai  Un—  asA Soign 

2.4.1  Seadcemdueter  devices  such  as  §C&*  end  various  types  of  diodes  may 
bo  used  in  conjunction  with  conventional  gaps  «H  con -linear  impudence 
devices  ta  fora  effective  low  voltage  clpping  cltraults.  An  example  of  ®n 
SCR  crowbar  do  shown  In  rigure  2  .  Thlsaircuit  operates  in  conjunction  with 
a  convent Ions 1  spark  gap  mods  by  the  Dale  Sana fas ter log  Company. 

2.4.2  EC&'s  (Ellison  Controlled  Raetlflere)  eShlblt  tha  property  ef 
exhibiting  a  vary  high  lmpodensa  In  both  polarities  until  a  gate  voltage 
is  applied  in  s  positive  dlroatlen  with  roepoet  ta  the  cathode.  Tfc* 
dovlco  will  thoD  soexhtet  ea  a  canvontionsl  diode  until  forward  bias  is 
roaovod  at  which  time  the  C3R  returns  to  Its  hi ^directional  blocking  stole „ 
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2.4.3  Conventional  diodea  exhibit  a  lew  impedance  path  v^n  fsrward 
biased.  The  volt  drop  la  the  forward  direction  is  typically  &  vols* 
Conventional  diodea  are  useful  in  protecting  against  reverse  polarity 
transients  on  signal  and  dc  lines.  They  way  also  be  used  in  a  bssch  te  back 
configuration  atroea  receiving  antenna  feeds  for  bi*pelarity  protection. 

2.4.4  The  Zener  or  Avalanche  type  diode  ie  similar  ta  the  conventional 
diode  ir.  the  forward  biased  direction.  Xn  the  reverse  direction,  a\alanehe 
diodes  will  begin  conduction  at  a  predictable  low  dc  veltsge.  Voltage 
ranges  are  available  frew  3  to  over  100  volts  in  this  type  of  device. 

2.4.5  The  gas  thyratron  ie  e  vacuum  tube  equivalent  te  the  SCR.  The 
thyretren  ie  capable  of  withstanding  very  high  voltage*  (several  kilcvelta) 
sad  probably  would  not  have  advantage •  as  a  transient  suppressor  over  een- 
ventltmal  spark  gaps. 


2.4.6  The  semiconductor  devices  Mentioned  in  the  preeeedlng  paragraphs 
offer  the  advantage  of  having  very  low  resistance  during  conduction.  Repeat* 
lbillty  and  reliability  will  be  excellent  as  long  as  device  ratings  are  not 
exceeded.  This  type  of  device  should  be  used  as  a  component  in  a  hybrid 
type  arxeatoz  system  and  never  aa  a  primary  arrestor. 

2.4.7  Semiconductor  devices  will  havs  the  following  disadvantages  which 
should  be  considered  before  employing  them  as  transient  suppressors. 


4  2.4.7.]  UflttgdL ImiMli&a&iSILJHL SllJflfil&iyLigE »  Typically  100 
1  ampere  devices  will  be  near  the  maximum  practical  ale*  with  e  reasonable 
I  response  tise . 


B 


2.4.T.:  Elah  Cast<  100  aapere  epitaxial  SCtts  typically  east  $50  to 

$100  each  depending  on  voltage  rating. 


MiM- 


.1.4.7. 3 

protect  against  bipolar  transients. 
"  ) 


:  Two  devices  oust  ho  employed  to 
(Exception!  ’'Trice”  shewn  In 


2. 4. 7. 4  Semiconductors  SCRs  and  similar  devices 

are  likely  to  fail  shorted  if  their  ratings  arc  exceeded . 


205  Filters  jsay  bo  useful  for  CTSF  protection  ot  specific 

equipoaats ssaaas  tbos®  with  narrowband  auecoptibiUty  characteristics, 
and  those  which  are  unusually  sensitive  to  very  low  energy  pulses. 
(Computers,  radio  receivers,  inatrussnsation,  etc.).  Where  a  filter  Is  to 
he  used  solely  or  primarily  for  scch  13&S?  suppression,  it  ohould  have  one 
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os  wore  additional  stagee  of  protection.  fhe  purpose  of  the  additional 
stage*  la  to  protect  the  filter  elements  and  to  reduce  the  transient  to  a 
level  which  the  filter  it  than  capable  of  fully  suppressing  without  spurious 
responses . 


2.6  Raley*  and  PrfhlTI »  llectrsawchanical  devics*  ahsuld 

jyggg  he  relied  upon  for  BMP  protection.  Because  of  the  mass  of  moving 
parts,  response  is  far  too  slow  for  tQMP  transient.  Circuit  breaker*  are 
net  suitable  because  there  la  not  enough  assurance  that  the  aeries  gap  will 
not  arc  and  reclose  the  circuit  on  the  transient,  also,  service  is  interrupted 
unnecessarily  and  the  breaker  will  net  respood  fast  enough  it  it  Is  cleetre* 
mechanical . 

2-*  SmiML&MmjlJL hati&ssL*  x  •*««•**•  «•  wy 

to  cwploy  seedetosuetor  regeuiters  or  other  protective  circuits  which  are 
very  susceptible  to  line  transients.  The  presence  of  polarised  capacitors 
such  as  tantalums,  Invites  disaster  if  any  significant  reverse  transients 
see ox. 

This  type  of  susceptibility  suggests  the  use  of  hybrid  circuits  discussed 
earlier.  Special  pauer  Interrupt  er  qua nuking  circuits  will  he  necessary 
to  release  SSR's  from  power  follow  currents. 

s.o  mmm  wt  mmxTwn  ccoumnov 

3^1  Fault  Isolation  and  Clear inr ;  Baalo  requirements  of  InsuUtien 

coordination  far  lightning,  IMF,  or  ether  types  of  '•urge  protection  ares 

3.1.1  Quickly  laelate  any  fault  to  affect  the  minimum  fraction  of  the 
paver  or  co— unications  system. 

3.1.2  Clear  the  fault  as  qultkly  as  possible  and  restors  the  system  to 
normal  operation. 

Surge  suppressors  as  required  for  1310  can  be  thought  of  as  intentional  weak 
Insulation  points  In  tho  system*  t&en  a  surge  stresses  the  system  insulation, 
a  fault  (abort  circuit  or  over  current)  develops  at  one  or  sure  of  theee 
uo«h  points.  Sbvicsaly,  the  faalt  will  bo  less  harmful  if  it  dleohargos  at 
a  spark  gap  which  is  left  undamaged  then  It  is  if  it  break*  a  line  Insulator 
and  cauees  the  line  to  burn  down. 
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Pechapa  less  obvious,  but  vitally  inpart ant,  it  cbo  nocoesity  of  ce loctlos 
the  'weak  point*"  (arrester*)  so  that  even  ths  wnaentary  discharge  fault  is 
confined  to  the  smallest  possible  part  of  the  system.  This  require*  that 
successive  surge  arresters  and  circuit  interrupters  affecting  larger  port 1 coo 
of  a  sy  staai  respond  stove  slowly  than  these  effecting  seal  lor  porticos* 

This  requirement  lias  tn  balance  (or  "trade  off")  against  the  possibility  that 
a  severe  surge  near  a  major  distribution  point  may  be  too  attenuated  to 
operate  the  remote  arresters  or  interrupters  and  could  cause  s  major 
system  interruption  because  the  local  protection  is  set  too  near  the  icoolo- 
tion  failure  voltage. 

4.0  AFfUCATIONS  OF  SURGE  PROTECTION 

4.1  CiaflglflcatlPU-gf  Circuit  Protect Ion  Limits i  Before  any  plan  of 
protect i'xx  can  be  instigated,  it  la  first  necessary  to  ascertain  the  char ee tor - 
ratics  of  tl*e  most  susceptible  piece  of  equipment  in  a  given  arse.  For  the 
proposes  of  this  handbook,  the  assumption  is  made  that  the  areas  to  be 
protected  consist  of  complex  shielded  enclosures  each  containing  a  group  of 
electronic  equipment  of  some  typo.  The  level. of  protection  Pill  be  on  tfen 

Ibo  tsoat  sensitive  piece  or  equine nt  In  a  given 
area  will  determine  the  class  of  protection  for  the  entire  shielded  rees. 

Example:  If  a  single  room  contalus  a  motor  generator  set,  a 
calrod  1 eating  system  and  m  electronic  cooputer,  the  protection  bq  hemes 
will  obviously  he  designed  to  aseemodatc  the  computer.  For  this  rococo, 
it  is  wise  to  group  equipments  with  similar  protection  requirements  in  tbo 
same  enclosure  when  possible  to  reduce  the  number  of  advanced  protection 
systems  required, 

lor  tin.  purposes  of  the  handbook,  the  leads  penetrating  «  given  enclooare 
shall  he  divided  into  three  classes:  t£  poser,  M  power,  Signal  ieods. 

For  each  one  of  these  classifications,  three  possible  levels  of  protection 
are  possible  below  first  at ego  which  is  already  assumed  to  exist.  These 
will  bo  known  simply  aa  second,  third  end  fourth. 

In  each  case,  the  amount  of  protcstlon  is  indicated  by  the  level,  with 
lourth  being  the  most  elaborate  possible  for  a  given  situation.  Figures 
6  through  11  arc  used  to  illustrate  typical  examples  of  each  level  of 
protection  for  each  of  the  three  classes  of  lines  mentioned  earlier. 

4.2  .Ci/VMtlflc&iion  of  Circuit  Protection  Limits:  The  table  shown 
in  Figure  J  is  an  attempt  to  clusaif!}  various  types  of  equipments  based 
on  the  type  of  protection  required  for  eoch  equipment.  The  information 
presented  here  is  of  a  general  nature  and,  therefore,  it  is  emphasised 
that  ail  cvallcbio  information  for  a  specific  piece  of  oquipssnt  choc Id 


m  *  4  » 


P«*3  9 


(jjenistix  >n 


r 


to  ebtslMd  before  determining  the  type  of  protection  to  to  used. 


4*9.1  Xtoe  Boot  important  e<ail4tr«tlMi  for  •  gitw  piece  of  egulpeest 
attached  to  the  power  lias  i«  the  characteristics  of  it*  power  supply. 

Hick  regain  to  KBMP  transient  aeaceptlklUty,  o  few  ebeervetlORO  concerning 
pawer  e^ppUca  aoy  to  m4o. 

4. 3.1.1  ton  t*s$f  Ilea  of  the  50  •  1000  Sa  llae  frequency  itoiU  to 
wolAto.  Ttoso  v!4c  sfange  power  eupplles  ceotale  transformers  with  aweh 
lesm  leakage  Inductance  than  theca  of  tto  5#  -  40  Hi  variety.  The  leakage 
ladueteece  in  '  a  pewsr  trace force r  will  to  laatrwwatal  In  mpyroiilon 

of  3raRSl$E>ca  m  this  lndeetaaeo  appears  la  aeries  with  the  primary  In 
the  e^elwlcnt  circuit. 

4.9. 1.2  fewer  evpply  susceptibility  way  to  improved  by  adding  i  1  |if 
eapaalter  (ttou -polarised  aavoaa  seek  of  the  ecseodary  windings  of  the  fewer 
sraasfewwtr.)  This  expositor  fens  on  “V*  typo  low  poos  filter  with  tho 
lsahags  it&Suataaee  ead  farther  rodew;  eooooptlhlllty  to  looming  trans¬ 
ient  8. 

4. 9. 1.3  Pe^sr  supplies  espleyinj  bridge  or  fell  wave  rectifier  osooabllos 
should  u*e  controlled  avalanche  type  diode*  er  vaswam  toto  diodes.  This 
type  of  recti  fleet  ion  tvs  tea  is  mob  lass  likely  to  suffer  d smogs  os  s 
resalt  of  an  evur  voltage  condition  than  la  a  eeoveatlenal  diode  assembly. 


4.3. i. 4  Ths  tame  "solid  state"  when  applied  ta  a  power  supply  usually 

mmo  that  &a  electronic  regulation  schema  Is  employed  utilising  translators 
«md/  or  integrated  circuits.  Because  of  the  Inherent  sensitivity  of  solid 
s£«*$  devices  to  over-voltage  daaagaf  It  Is  Imperative  free  s  WMF 
transient  standpoint  that  the  renditions  as  statad  Is  4.9. 1*1  -  4. 3.1. 9 
to  observed  whenever  solid  stats  regulation  is  aupleyod.  Investigation  of 
tSn  typo  of  protection  employed  by  manufacturers  of  solid  state  equipment 
will  reveal  cane  very  adequate  syotoos. 

For  sines? Is i  Fairchild  -  llcctro-SSotries  Division  pesoro  their 
S9£  receivers  on  batteries  continuously,  end  tho  i£  power  supply  oarvea 
only  to  else rge  the  batteries  when  poser  Is  avall^ls.  Such  a  scheme  affords 
excellent  ESC?  protection,  as  the  entire  AC  peeor  * up ply  could  to  deac-ed  by 
»  L*3aelcat  end  the  equipment  would  continue  te  operate  cn  battery  power . 
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4.3.1 .5  DC  to  DC  converter  protection 

4. 3. 1.3.1  DC  to  DC  converters  ere  susceptible  to  desage  of  the  "off" 
state  transistor  result la*  frea  lnc«nlng  line  transients.  Such  transients 
appear  In  addition  to  the  "off"  state  V  C8  which  is  nominally  twice  the 
power  supply  line  voltes* •  See  Figure  5  . 

4. 3. 1.5. 2  The  transient  hocking  treneforoer  described  in  Figure  4 

and  Paragraph  4.4. 3. 2  In  c satinet Ion  with  the  capacitor  across  the  input 
leads  of  the  converter  should  b-s  a  vary  effective  transient  suppression 
•cheats .  It  is  Important,  however,  that  tho  low  elds  of  the  Inverter  Input 
not  be  greundod  to  the  shield  or  arrestor  grewnd  or  tho  bucking  winding  of 
the  transferor  will  be  shorted. 

4*4  Vn&L.lMrkvLlXlfrxi.Aa  WO  tntmtln* 

4.4.1  Passive  filters  uay  be  used  effectively  against  NIMP  transients 
on  power  lino  when  proceeded  by  sene  type  of  conventional  arrestor.  The 
passive  filter  will  essentially  band  llait  the  spectrum  of  the  transient 
and  fren  this  standpoint  the  requirements  for  the  filter  as  stated  In  the 
following  paragraphs  sheuld  be  considered. 

4.4.2  Filters  for  protection  of  equipesnts  connected  to  60  Us,  115  VAC 
cosmrclal  lines. 

4. 4. 2.1  When  nscsuTcd  at  full  rated  load  per  HH.-STD-220A,  filters 
should  have  a  ±3  DB  response  to  not  greater  then  1  KHs.  Filters  astst 
exceed  100  DB  frce>  14  KBs  to  l  GHx  for  extrero  rating,  60  DB  for  severe, 

40  DB  for  stoderata.  Filters  should  sop ley  gasketing  on  mounting  surface 
to  facilitate  low  impedance  ground  paths. 

4.4. 2. 2  Filters  rmt  enpley  inductive  inputs  end  capacitive  outputs. 

4. 4. 2. 3  The  Input  Inductor  in  thsse  filters  should} 

4.4. 2. 3.1  be  single  sweep  wound  and  ee^loy  adequate  spacing  between 
start  end  finish  leads  to  withstand  s  5000  V  transient  breakdown  test. 


4.4, 2. 3. 2  have  ite  core  taped  with  suitable  insulating  notarial  (pre¬ 
ferably  teflon  tepo)  to  withstand  5000  VDC  fro®  tho  winding  to  tho  core 
Cores  should  be  pondered  iron  or  molybdenum  porvtalloy  material. 
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4.4.2. 3. 3  haivT  F ormax  <nr  tea^  l«Umai  vln  eaiy.  Lit*  win 

sheeld  swt  fe#  need. 

4. 4. 2.4  the  la  these  filter*  sheeld  he  of  the  self  healing 

wj\mx  n  astallaet'  *yUr  sens treat ion  esi  shield  here  e  broskdevn  voltage 
of  not  leas  then  §90  FBC. 

4.4*2. 5  fettles  aeterlel  shield  bs  high  tsnyeretaro  (125*C)  vex  or  heat 

oeodestlve  epoxy.  Ills,  swept  flees  retardent  silicon  oils,  ox  feae  type 
eeterlele  sheeld  net  be  esed. 


4.4.3  Use  of  filters  for  protection  ef  eyelpoeats  attached  te  28  VDC 

peevr  lines. 

4.4. 3.1  flUffl  ftffKUjfiitlttl1  Filters  sheeld  here  c  her  sc  ter  Is  tics 

es  stated  in  4.4.2  swept  tfcet  a epee 1 tecs  need  enly  be  reted  et  200  FD6. 

Be  filter*  sheeld  be  press# Jed  by  spark  or  gee  discharge  arrestors. 


4.4. 3.2  DC  lines  nay  alee  be  protested  by  transient  becking  transferases 

connected  es  in  Figaro  4'  .  This  ethane  is  especially  affect  Ira  in  the 
protection  of  DC  to  DC  converters  free  hern  oet  dee  te  V  Cl  evar-veltagt 
re  salting  free  line  transients.  Adeysata  line  te  grcssJ  pretest  lea  sheeld 
be  provided  ahead  ef  the  transient  basking  transferee*. 


5.0  MCOHHBIHD  UmUATIOH  RUMTKSS 


5.1 


5.1.1  Serge  protesters  sheeld  be  Las tailed  en  the  high  voltage  or 
pr lnary  side  of  pcoar  dletrlbntien  trace feraort  whenever  peesible.  When 
this  is  dene  tho  earns  pretostec  oet  pet  ccyllted*  will  be  rodeoed  by  the 
terns  ratio  of  tho  tress Corner. 


5.1.2  Use  of  eonoteat  voltese  trcaoforoor*  after  oeeood  steco  typo 

protection  is  rococsondod  for  roeooos  given  in  4.3*1. 1* 

/ 

5*2  » 

3.2.1  As  coot  oooood  end  third  ateco  typo  psotOotor*  sw  of  e  Lino  to 
grood  netere.  Ade^sato  ctocatiitt 3  of  tta  protaotor  is  e  esot. 

5. 2. 1.1  ^Protector*  with  teidnal  seoaootlco  grccada  eheeld  ba  groeadod 
with  s  crtntrm  lonsth  ceppor  breid  stxh  00  csgcxfrile  bottovy  grccad  cob  la. 
Groeadicg  cbooid  bo  to  tho  chlsld  of  tho  chloldad  snolocsro.  Tho  protector 
shoold  bo  located  eech  that  tho  grood  loed  lc=3th  doos  not  eooed  2  foot. 

5.2.2  Grood  loedo  esot  bo  of  edniea  reals  toco  ead  icpodcsee.  Copper 
or  bress  strep  or  braid  c^oold  bo  coed , 
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5.2.3  Or— dlnf  of  proto* tore  ikMU  Dot  be  to  Mvttilf  of  gr— d 

rotors*.  Or— do  I  ikiiU  vtlU  or  oxtorsei  groond  rod  oyotwo  atoe Id  only 
bo  osod  for  protector  |— do. 


5.4  Fratoi 

tho  pooo trot loo  o 


g,t  Frotoototo  oboald  bo  loeotod  so  olooo  to 
is  oottloi  tkioqjk  tho  shield  oo  ymlklo. 


5.4.1  Frotootoro  ofcaold  bo  loeotod  oo  tho  loo Ido  of  tho  ohloldod 

oneloooro. 


5.4.2 


Frotootoro  ohoold  bo  ooo&ly  oteoosible  to  yoroooaol  to  a  sob  to 
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VOLT-TIME  CURVE  FOR  SPARK  GAPS 


FIGURE 
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TYPICAL  2  PLACES  EACH  SIDE  OF  LINE 


EXAMPLE  OF  HYBRID  AC  PROTECTOR 
SCHEMATIC 

FIGURE  2 
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CUSS  2  8QUHHSKK 

BQUinncr  imimo» 

mk  un 

1. 

Motor*  -  AC  induction 

AC 

2. 

Imps  *  filament  «nd  fluorescent 

AC 

3. 

ikitfri,  i.o.  cotS—  pot  a,  air  •conditioning 

equipment 

AC 

4. 

Motor*  -  Met  Let  and  abuntvound 

DC 

5. 

Motors,  Lin*  voltage,  Line  frequency 

AC  -  DC 

6. 

Isolating  Motor  Oanorator  8et» 

AC  or  DC 

7. 

80  -  400  la  convertor* 

AC 

1. 

CUSS  3  BQUZVMRIXS 

EQUIPMENT  DESCRIPTION 

Vacuum  tuba  AC  power  supplioo  In  general 

2. 

Teletype  equipment  power  supplies 

3. 

Tran— itter  -  High  power  SP  (over  50  watts)  poser 

euppllee 

4. 

Vacua*  tube  receivers  •  all  types  (power  input) 

5. 

Vacuum  tube  differential  input  circuits  (signal) 

6. 

Solid  state  recelvere  with  isolation  scheme  ouch 

as  4. 3. 1.4 

7. 

Alena  ays  ton  power 

8. 

Intercon  power  -  vacuum  tube 

9. 

Telephone  signal  lines 

1. 

cuss  4  BQUDMnrrs 

Computer  power  -  all  types 

2. 

Solid  state  power  supplies  in  general 

3. 

Single  ended  or  unbalanced  coaxial  system  Inputs 

4. 

Computer-lino  inputs  all  types 

5. 

Alan  system  control  leads 

6. 

Intarsi te  intercom  signal  loads 

7. 

Antenna  tracking  ays tec  power 

8. 

Antenna  tracking  control  lead a 

9. 

Radar  system  power  (end  control  if  applicable) 

10. 

Intercom  power  -  solid  state 

FIGURE  3 
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HRS:  The  foregoing  classifications  are  based  upon  the  "Severe" 
threat  level*  "Moderate"  threat  classification  will  allow  one  sues 
laaa  protection,  i.a.  equipaants  in  Claaa  3  may  be  protected  with  Claes  2 
protection  systaae* 

Evaluation  of  specific  e^eipasnts  for  elaaalfication  should  be  done 
whenever  possible. 
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EXAMPLE  Of  3RD  STAGE  PROTECTION 
i I5VAC  LINE 


FIGURE  H 


tm  21 


SHIELD 

WALL 


EXAMPLE  OF  HTH  STAGE  PROTECTION 
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EXAMPLE  OF  3RD  STAGE  PROTECTION 
BALANCED  SIGNAL  LINE 


FIGURE  ID 
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!  ARRESTOR 


SHIELD 

BRAID 


SIGNAL  LINE 
FILTER 


EQUIPMENT 


GAS  DISCHARGE 
ARRESTOR 
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DIODES 
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EXAMPLE  OF  HTH  STAGE  PROTECTION 
BALANCED  SIGNAL  LINE 


FIGURE  I 
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i. 

Joalyn  Electronic  Systeee 

Goo It a,  California 

i 

Hybrids  *  AC  and  DC  power 

Hybrids  •  Signal  lino  - 
balanced  and  coaxial 

2. 

Electrons  Company 

127  Sussex  Avenue 

Newark,  Saw  Jersey  07103 

Gaa  filled  gapa  for 

110  «  220  VAC 

3. 

Daia  Electronic#,  Zac. 

Yankton,  South  Dakota 

Spark  gapa;  Magnetic  blowout 

Types  -  AC  and  DC  power  algnal 
and  antenna  llnaa 

4. 

Motorola  Semiconductors 

Phoenix,  Ariaona 

Solid  state  devices;  SCRa 

Zener  Diodes,  Zener  Protector 

Assemblies  for  AC  ead  DC 
power  llnaa 

5. 

Ganlaco  Technology  Corporation 
18435  Suaana  Road 

Conpton,  California  90221 

Filters:  AC  and  DC  power  line 
algnal  line  :  coaxial 
and  balanced 

6. 

Spraugue  Electric  Company 

North  Adana,  Maaaachuaatta 

Filters:  AC  and  DC  power  lines 
algnal  linat  esaxlal 
and  balanced 

7. 

Barnall  and  Co.,  lncorporatad 
Palhan  Manor,  Now  York 

FI  l  tor  a  i  AC  and  DC  power  signal 
line  *  all  typaa 

8. 

Cornell-Oubilier 

Newark,  Now  Joraay 

Flltara:  All  typaa 

9. 

Sang ana  llactric  - 
Electronic  Products 

Springfield,  Illinola 

Filters:  AC  and  DC  peewr 
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1.  General  MMP  Design  Criteria  for  Mika  X  Power  tyatne 

Uhlig,  Aoguat,  1966 

Contract  NOefar  DM 9 -12 9  S!C  543 


2.  Technical  Kepert  Weaker  6 

Xlectrleal  Protection  of  Tactical  Coaaemloations  Systeaw 

J.B.  Icya  and  D.W.  Bodle 

Contract  Hunker  DA36-039  SC  73089 

0.8.  Any  Signal  tear  arch  and  Developaant  Laboratory 

Port  Monaoetb,  Mow  Jereey 

Prepared  by  Bell  Telephone  Laboratories,  Incorporated 
on  behalf  of  Western  llactrlc  Coups*?,  Xno. 
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II  SUPPLEMENTARY  NOTES 


f  I)  ABSTRACT 


1?  SPONSORING  MILITARY  ACTIVITY 


Naval  Civil  Engineering  Laboratory 
Port  Hueneme,  California  93041 


The  scope  of  this  handbook  includes  introduction  to  NEMP  effects  on  lines  entering 
shelter  areas  and  effects  on  equipments  connected  to  those  lines. 

Included  is  a  brief  description  of  surge  protection  devices  and  systems.  Methods 
of  selecting  and  applying  NEMP  protection  are  also  included. 

This  handbook  is  intended  for  use  in  assisting  contractor  A  &  E  personnel  and  others 
responsible  for  specifying  NEMP  protection  of  electrical  and  electronic  systems  and 
subsystems  in  shelter  areas  subject  to  NEMP  hazards. 
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